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ABSTRACT: In recent years, the proliferation of digital technologies and the advent of big data have created an ideal
ecosystem for traditional paradigms in education and associated disciplines to be revolutionized. Such a shift has led to
the emergence of new approaches that aim to enhance user experience, make better use of educational resources, and
create novel systems for education delivery. Despite these advances, however, gaps still remain, particularly in the
design of efficient systems that use data generated by multiple sources, including sensors and learning activities, to
create and deliver personalized services.

Cloud-integrated artificial intelligence (Al) plays a significant role in learning experience personalization through user
modelling. A cloud-integrated Al framework provides tools that enable the development of personalized strategies and
algorithms capable of optimizing representation and navigational paths in order to enhance the learning experience. By
serving as a hub of user data, the cloud enhances user profiling and supports the deployment of privacy-preserving
mechanisms that safeguard information disclosure. The cloud infrastructure also offers education delivery as a service
(EDaaS) model, thus lowering the cost of service delivery for both users and universities.

KEYWORDS : Adaptive learning, personalization, artificial intelligence, cloud computing, industrial IoT.
I. INTRODUCTION

Modern education systems need to consider individual learning abilities of students in a personalized manner and foster
such a capability through better interaction within the institutions. Personalization of the learning experience is being
supported actively through various government initiatives for higher education. Cloud-integrated Artificial Intelligence
(AI) technologies can support this personalization goal in a distributed manner, across Learning Management Systems
(LMS) that may be stored in different cloud repositories.

Highly scalable cloud computing can integrate various public and private cloud infrastructures, such that users can be
empowered to use a single virtualized interface. The Cloud computing architecture can further be integrated with a
cloud-enabled Artificial Intelligence (learning) engine to provide personalized learning experience to students. The
major requirement for the implementation of a personalized cloud learning engine is to use various Public and Private
cloud environments with effective Personalization strategies for users. Such a strategy must consider complete user
data security by taking students’ prior concern about their Personal data usage. The Personalization infrastructure must
use a Cloud-enabled Learning Engine that can support Research and Development activities for Institutes with respect
to providing/implementing the personalized learning experience.

The integration of cloud-integrated Al into higher education marks a pivotal shift toward truly personalized pedagogy.
By leveraging highly scalable cloud computing, institutions can bridge fragmented Learning Management Systems
(LMYS) into a unified, virtualized interface that serves as a single point of access for students. This architecture relies on
a sophisticated Al-enabled learning engine that processes diverse data streams across public and private cloud
environments to tailor educational content to individual learning abilities.

However, the success of such a distributed system hinges on a robust personalization strategy that balances
technological capability with ethical responsibility. To foster trust and compliance, the infrastructure must prioritize
data security and student autonomy, ensuring that personal data usage is governed by explicit prior consent. When
implemented correctly, this cloud-enabled engine does more than just deliver content; it creates a dynamic R&D
ecosystem for institutions, allowing them to refine instructional strategies in real-time and provide a seamless, secure,
and adaptive learning journey for every student.
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Building a truly intelligent distributed learning system is less about the hardware and more about the social contract
between the institution and the learner. At the heart of this "cloud-enabled engine" lies a sophisticated feedback loop: as
students engage with the platform, their interactions provide the raw data necessary for the system to pivot and adapt to
their unique cognitive pace. However, this optimization cannot come at the cost of privacy. By embedding privacy-by-
design principles—such as end-to-end encryption and granular consent dashboards—institutions transform the system
from a mere surveillance tool into a transparent partner in the student’s success.

Development

Responds to

Runtime

Fig 1: Adaptive Al

1.1. Background and Significance

The continuous evolution of modern technologies and multicultural contexts exerts a profound impact on learning
experience personalization in educational environments. The challenge lies in the conflicting interests of learners
seeking a personalized experience without the explicit consent or knowledge of the service provider. Cloud Integration
brings the resources of third-party service providers and the financial strengths of the owner together to form a flooded
user community ecosystem for aggregation. The increasing availability of parallel computation capabilities is extremely
suitable for implementing Al technologies to analyze massive amounts of digital resources to satisfy user demands.
Therefore, we need to integrate Al and Cloud technologies so that a Cloud service integrated smart personal assistant
will be able to monitor users’ activities in a Cloud-In-Mind deployment, proactively or interactively generate requests
and provide recommended results for user decision making.

User experience personalization has been extensively researched and the areas of its applications unleashed, for
example, marketing, advertising, e-commerce, e-learning, or intelligent transportation systems. Users of these service
or product processes recognize there is a proper way to improve the quality of services provided with the assistance of a
user community feedback mechanism. When forming a comprehensive user community for pooling, users become free-
riders enjoying free benefits, and providers face two conflicting prospects: they may take another step forward,
spending more effort and resources to serve the community more professionally and efficiently, or may choose to stop
developing due to feasibility considerations. The Cloud computing Business Model makes it easily affordable for
anyone to enjoy the benefits of a smart personal assistant.
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Equation 1: Data layer: multi-source learner data
Let a learner be u. At time ¢, the cloud stores events from multiple sources (LMS, quizzes, sensors, etc.):

Dy = {(X¢e, St Te)}t=1

e Xx,: observed feature vector (clicks, scores, text embeddings, etc.)
e s;:source label (LMS / forum /10T /...)
® T, timestamp

II. THEORETICAL FOUNDATIONS OF ADAPTIVE LEARNING

Personalization of an Intelligent Tutoring System course as envisaged entails a sequence of learning experience pre-
processing comprising the phases of selection, conception, preparation, and continuous maintenance of models.
Automated game-learning incorporated in the Intelligent Tutoring System is non-adaptive and covers only game
concepts and immediate next concepts of the spatio-temporal segment of the game. Adaptive sequence personalization
using rule-based and non-rule-based user models incorporates personalization of Intelligent Tutoring System courses
hosted.

Integrating Adaptive learning into the Intelligent Tutoring System is a challenging effort that uses statistical learning
techniques and Al, on Cloud infrastructure, built for data security and privacy through Data Provenance. An explicit
conceptualization of Knowledge Graph formulation process for developing personalized Intelligent Tutoring Systems
course structures, connectivity graph of interactive gameplay learning experiences of the game and non-Gameplay
concept graphs through Graph Theory, with on-line experiments and validation forms the contribution. Movement
through the Knowledge Graph, using Cognitive-Control-Mechanism and Association Mechanism forms the adaptive
learning personalization and extends the personalization of immediate next concepts in the game to the complete
Intelligent Tutoring System course.
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Fig 2: Al-based adaptive personalized content presentation

2.1. Research design

The design process of any adaptive learning system consists of five stages: problem analysis, user analysis, context
analysis, data analysis and system design. The choice of adaptive learning elements and their design is determined by
the results of these stages, especially problem analysis, user analysis and context analysis. However, the problem
analysis is complemented by utilizing statistics that examine the students’ responses, which set grounds for using the
data collection methods of interviews, surveys, and observations. The use of these methods, adapted to the online
context of learning, allow the designer to understand why students have difficulty with certain tasks and to evaluate the
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effectiveness and appropriateness of the adaptive elements of the system. Finally, the proposed model embraces the full
development lifecycle, with explicit consideration of the cloud elements added. The adaptation mechanisms were
developed using the principles and definitions of the four classical layers of an adaptive system design.

The design of the architecture incorporates state-of-the-art cloud-based Al technologies that integrate data analysis,
data aggregation, and data storage into a single set of functionality. [...] The result is a specialization of the intelligent
system model distinctively suited for an educational context. Each SLA model layer is further specified to indicate Al-
related technologies that correspond to the research requirements for personalizing adaptations in the student and
teacher learning environments during an adaptive learning experience. A preliminary model for the data layer is
presented, with a major focus on data governance and privacy-preserving techniques. The main processes of the student
modeling component of the architecture are outlined, with an emphasis on user modeling and the personalization of
user profiles."

Equation 2: Al layer: learning patterns from data
Step 1 (objective):

T
1
min 2> 2(fo0e) v + 21613
t=1

Step 2 (gradient):

1 T
Vol (6) = 7 ) Vo £(fax),y0) + 240
t=1

Step 3 (update rule):
6 < 6 —nVeJ(6)

III. ARCHITECTURE OF CLOUD-INTEGRATED AI FOR PERSONALIZATION

The architecture of cloud-integrated Al systems for adaptive learning experience personalization consists of five logical
layers: data, Al, model, process, and system. The data layer includes all stored data, regardless of provenance, that is
exposed by a cloud service and is made available for further processing, analytics, and visualization. The Al layer
implements advanced machine learning, deep learning, and natural language processing algorithms to extract
information, patterns, and knowledge from the available data, which are then stored in the model layer. The model
layer is distinct from the Al layer in that it provides information, patterns, and knowledge that can be used by decision-
making processes implemented via the process layer, rather than implementing the decision-making algorithms
directly. The process layer contains a set of specialized external cloud service connectors that provide personalized
responses by integrating information, patterns, and knowledge from the model layer with contextual data coming from
user requests. The system layer is the front face of the architecture as a whole. It defines three types of services: input
for user requests, output for providing personalized advice, and triggers for exchanging messages with the data layer.

The cloud-integrated Al system is a dynamic knowledge management service whose personalization process operates
over a university worldwide cloud-supported community as a real-world test bed. The cloud storage solution is
exploited to support the interaction of a wide set of data owners providing information related to several aspects of
higher education learning experiences. Knowledge integrated from data contributed by a number of providers is
analyzed and made available for crafting responses to user requests seeking personalized advice for efficiently
achieving relevant educational goals. A collaborative feedback mechanism supports the incremental refinement of
stored information, patterns, and knowledge stored in the model layer, improving the quality of the personalized
experience over time.
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Fig 3: Architecture of Cloud-Integrated Al for Personalization

3.1. Data Layer and Storage

The data layer consists of a catalog service and cloud-integrated storage node for data archiving, version control and
provenance tracking. The storage node serves as a cloud repository for user and application data, as well as for cloud-
based services. Cloud storage services enable enterprises to pay for only the data and resources consumed.

The prevalent trend of generating high volumes of user data and other application data has led to an overwhelming
stream of unstructured information that is incapable of being processed or exploited for any advantage by enterprises.
The emerging technology of data profilers, provenance and lineage services on unstructured data aims at addressing
this growing concern. Cost-effective means of data storage and management are an important focus area for cloud
technology. The cloud storage provisioning model is taking the world of IT by storm, where users or enterprises are
freed of the complexity and trouble of SPF storage provisioning and management, as users have to pay only for the
quantity of data stored in the cloud and not the underlying infrastructure used to store that information.

Equation 3: Process layer: personalization decision function

Let the learner’s current context be c(time available, device, course, constraints). Then:
Recommendation(u, ¢) = arg max Score(u, i, c)
[AS]

A common scoring form:

Score(u,i,c) = prq; +w'p(c)
user-itern match cogtJext

e p,: user profile vector
e (;: learning item vector (concept/video/quiz)
e ¢(c): context features

VI. DATA GOVERNANCE AND PRIVACY PRESERVING TECHNIQUES

Data governance encompasses a group of structural processes and associated roles concerned with coordinating an
organization’s information and related assets. It is established to improve data quality throughout the organization and
helps data users to exploit data optimally. Other data governance dimensions such as control, consistency and
traceability are primary objectives of any implementation. Data provenance refers to the metadata that describes the
origin and history of a data item. Data provenance provides information about the sources of data, the process of
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transforming the data, etc. It enables people to establish the reliability and trustworthiness of data. In the context of data
integration, data provenance can answer questions about which sources were used or which sources contributed most to
a given answer. Data lineage is a subset of provenance information that describes the flow of data as it passes through
various configurations of applications, systems, and databases.

The development of techniques of privacy preservation in data publishing and sharing attracts a lot of interest in the last
few years. Security breaches in the news have elevated concerns and prompted increasing scrutiny to protect sensitive
data in a number of industries, such as healthcare. Current techniques mainly support various types of data releases,
especially relational data tables containing sensitive attributes. In addition, to permit a wide range of data mining
algorithms in data mining model, but at the same time hiding sensitive rules, some techniques only apply to publish
transaction databases. Moreover, several of them store each data tuple with additional noise to obscure sensitive
knowledge of those tuples. These techniques use the idea of adding noise directly and determine how much noise
should be added to the original data, or how much noise should be added locally to satisfy the (g, 8)-differential privacy
model.
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Fig 4: Data Governance and Privacy Preserving Techniques

4.1. Data Provenance and Lineage

Data provenance defines the origin of a previously requested information element or data set. For instance, if user Alice
requests the total number of children enrolled in the course, the system can provide an answer by summing the children
count in the records of the specific course section. It is an essential aspect of access control in governmental databases
or national registries, as access and usage need to be monitored. Data origin or lineage determines the process of data
sorting or exploration.

Provenance is a recorded statement about the origin of that data, allowing questions such as Who did what with my
data? that have become increasingly important for the presentation and dissemination of scientific results. If the Big
Data dataset is gathered from open databases or the web, appropriate references need to be provided. Obtaining
accurate answers to these questions should not data the database administrator. A CQU-Pegask is interested in answers
such as Who used my data? and Who produced the new datasets? Data layout tools show how a specific visualization
choice may obscure relevant biological relations in the data.

Equation 4: Profile vector construction (step-by-step)

Let these feature blocks be:
e demographics: d,,
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skills/knowledge state: K,,
preferences: 1,

behavior stats: b,
affect/engagement: a,,

Step 1 (concatenate):
Py = [dy; Ky; 15 by 2, ]

Step 2 (normalize): (feature scaling)
Pu—H
o

Pu =

Step 3 (optional weighting by importance rank):
The paper mentions attributes having “rank or significance level differing among users.”
Cloud-Integrated Al Systems for...

Let ar,,be per-user importance weights:

p1(4W) =a, O py

V. PERSONALIZATION STRATEGIES AND ALGORITHMS

The course of education is determined by a wide range of factors, including the intrinsic characteristics of the learner
and the external environment. Personalization strategies aim to represent these factors explicitly within the framework
of educational design and development, suggesting that learning may be customized based on user needs and
preferences. In this regard, the emergence of new algorithms, methods, and discovery models is enabling learning
content and services to be better and more effectively tailored to a specific user.

User modeling is crucial for producing personalized planning. Model-based personalization strategies rely on user
models that describe learners based on demographic, cognitive, affective, motivational, or behavioral characteristics.
Such models are usually created and maintained during learner-environment interaction. Several techniques and related
algorithms for user modeling exist, including rule-based, case-based, planning- and ontologies-based approaches. The
work presented here provides a new perspective on personalization by emphasizing affect and disposition modeling and
profiling. Techniques for automatic and semiautomatic modeling discovery and management are also covered. Profile-
driven and profile-based acquisition of a user model and the perception of personal experiences are discussed.

Cognitive behavior and activity, as well as user preferences, roles, and learning style, have proved to be essential for
personalization. Activity modeling via Harel’s Statecharts, as well as automatic and semiautomatic activity attribute
extraction, modeling, and management based on MPEG-7 Video, comprising content descriptors, and facial Feature
Extraction, is presented. The introduction of user roles, particularly in Web-based systems supporting asynchronous
communication, has implied the need for relevant role-specific personalization mechanisms. The Cloud-Integrated Al
adoption strategy considers all personalization-driving attributes. Personalized recommendations are expected to
improve the design experience and outcome by guiding designers toward more successful solutions, and learning
content may also be tailored toward specific users.

IJRPETM©2023 |  AnISO 9001:2008 Certified Journal | 9804



http://www.ijrpetm.com/
mailto:editor@ijrpetm.com%20

International Journal of Research Publications in Engineering, Technology and Management (IJRPETM)

|lwww.ijrpetm.com | ISSN: 2454-7875 | editor@ijrpetm.com |A Bimonthly, Peer Reviewed & Scholarly Journal|

|[IVolume 6, Issue 6, November - December 2023||

DOI:10.15662/1IJRPETM.2023.0606022

Laplace noise gets narrower as € increases (Af=1)
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5.1. User Modeling and Profiling

Adaptive learning environment designs should also focus on the evolving nature of users. Learner profiles, created to
cope with the dynamic adaptation of the environment, combine different data layers to achieve this. The use of an
online multi-objective genetic algorithm enables the identification and design of intelligent, built-in user profiles. The
essential steps comprise user profiling, the adaptive learning experience personalization process, an online multi-
objective genetic algorithm, and the elicitation of personalized and secure learning experiences. Generating real-time,
privacy-preserving adaptive learning experiences for users takes into consideration the following: adaptation goals,
constraints such as the available time or resources for the experience, properties characterized by rank or significance
level differing among users, and the parameter for relevance ranking.

User profiles store and leverage a learner’s key features: preferences, skills, social circle, and traits (generated through
analysis of comments and suggestions). These input variables compose the respective fitness functions for each
adaptive learning experience personalization process. Based on the elicited requirements prior to the execution of a
learning experience, the built-in DOS-attribute-based access control system determines the access level for each user.
An online multi-objective genetic algorithm achieves different adaptation objectives such as synchronizing a learning
experience among users, clustering attendees, personalizing user experience time, and optimizing time for guide
preparation. These objectives are concurrently considered by defining a user-important rank, a level of preference
indicating the significance of attributes to the user.

VI. CLOUD INFRASTRUCTURE AND DEPLOYMENT MODELS

Various cloud infrastructures available from major cloud service providers can be explored for their relevance to a
proposed solution. While high-capacity, multi-tenant public cloud offerings from service providers such as Microsoft
(Azure) and Amazon (AWS) enable a cloud service to be within reach of everybody, these cannot be easily used by
universities or institutions in many countries with sensitive security and data privacy concerns, especially when it
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comes to data pertaining to students or minors. In such cases, the institution’s or university’s own secured private cloud
offering is most suitable. Hybrid clouds can overcome the drawbacks of both infrastructures by allowing data and
applications to be shared between them. Sensitive data can be handled by on-premise resources using a private cloud,
while other workloads that do not require stringent security controls and are, therefore, cost-sensitive can be managed
by a public cloud. The private cloud can be provisioned and managed by internal IT using a hybrid cloud management
solution to make a single pane of glass from where to control both the clouds and expose a unified view for the end
users. Adaptively learning about the users' actions and decisions and transferring knowledge from the local
environment to a new remote, unknown environment is key in environments that change over time (Kivytskyy et al.
2022). Knowledge transfer is proposed from a multi-factory setting in an industrial application of management service
robots for assembly to another not previously visited factory plant with unsupervised domain adaptation techniques.
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6.1. Public, Private, and Hybrid Cloud Considerations

Employing cloud services and infrastructures at various levels of the implementation contributes toward facets such as
sharing, management, availability, persistence, and cost reduction. Adoption of a public cloud simplifies the
materialization of a cloud-based Al system since the cloud provider manages the underlying physical infrastructure,
making it available for different tenants. The only required task on the user side is to develop an application capable of
provisioning these virtual resources, deploying the necessary code, and performing predictions. The users of the
proposed system do not need to be concerned about concepts such as service availability, fault tolerance, or network
bandwidth since the cloud provider offers mechanisms to automatically scale the resources with these considerations
always taken into account.

When the model personalization level is achieved through techniques such as federated learning, the user may leverage
a public cloud with an enhanced level of privacy since sensitive information is not shared with the cloud provider. In
other situations, however, the adoption of a proprietary cloud infrastructure or hybrid cloud solution may be necessary
due to organizational policies or laws. In such cases, the proposed framework can be employed to facilitate the
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automatic provisioning and dynamic deployment of services on the private infrastructure. The model fusion aspect
might even remove the need to share training samples between institutions while still allowing the creation of a global
model that benefits from the combined experiences of the organizations involved.

Equation 5: Knowledge Graph personalization
Let G = (V, E)where:
e V: concepts/skills/resources
e E: prerequisite/relatedness edges
Adjacency matrix A:
1 (vy-v)EE
Aij = .
0 otherwise

VII. CONCLUDING REFLECTIONS

Cloud computing technology is significantly transforming traditional Higher Education approaches, offering the means
to design and deploy Advanced Learning Experience Platforms (ALEP) that deliver new learning and teaching
mechanisms, interesting applications such as a Teaching Assistant based on a Recommender System, and services.
Such services have the potential to enrich the learning experience through the automatic generation of diverse and high-
quality, easily accessible references that satisfy the demands of all types of learners. For example, a multimodal
information retrieval service integrated into the ALEP incorporates text, audio, video and interactive movie retrieval,
provides relevant frescoes and dynamic maps for visual learners, and considers redundancy as an enrichment criterion.

The cloud computing technology enables dynamic aggregation and evolution of the underlying infrastructure. How art
and virtual data centers can be used to address capacity and demand changes in cloud computing has also been
investigated. However, there are still open issues and challenges that remain to be addressed in these application areas.
Al-based techniques remain limited when focused on a single learning dimension, dealing with unstructured
information, and when user preferences and past behavior are not considered. A cloud-based approach widens the
resources, intensifying the relationship between Academia and Enterprises. Nevertheless, security and privacy aspects
(and associated costs) become crucial issues. Research continues in these directions, examining aspects such as user
profiling, behavior prediction, educational data mining, effect of weather forecasts on eLearning outcome, and privacy-
preserving techniques.

Layer Primary role

Data Stores data (incl. provenance), exposes to analytics/visualization
Al Learns patterns/knowledge from data (ML/DL/NLP)

Model Persists learned patterns/knowledge for reuse by decision processes

Table : Architecture layers (from the paper) — summarized

7.1. Future Directions

The field of cloud-based adaptive learning with personalized delivery is still nascent. A considerable horizon of low-
lying fruit remains to be harvested. A few of the immediate next steps for the author’s research are as follows. Several
personalization strategies are being concurrently investigated for integration into the proposed architecture; these
include user interest modeling through keywords that define the academic expertise of users, recommending parties that
host events consistent with users interests, profiling public Facebook events through a filtering strategy based on the
Semantic Web and RSVP responses to populate a user’s personal calendar, a clustering-based framework to model
users and recommend activities, popular short movie trailers capturing the essence of upcoming movies, and suggesting
potential spouses for a user.

Confluence of cloud technologies with social networks, such as the impact of social tagging on recommendation
systems, and where the social interactions in social tagging systems can guide users toward carefully selected
information—in a context-sensitive manner—are also being investigated. Enhanced personalization, which can better
tailor the delivery of educational content and services to students, will help to improve the overall learning experience
and learning outcomes. Adaptive learning technology has focused mainly on educational content; improvements in
support services via a cloud-integrated Al architecture promise equally heightened benefits.
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