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ABSTRACT: Cloud-based services are revolutionizing storage and processing, breaking the strong coupling between 

applications, data, and infrastructures within a single organization. Different components can now be deployed in 

different geographic areas, in a flexible and cost-effective manner. A cloud-based architecture for data virtualization, 

sensitive-data-oriented, based on a fabric model, is presented. The architecture optimizes operational and system-

recovery costs by leveraging a cloud resources-market-driven processing environment. A sensitive-data protection 

mechanism prevents sensitive data from being exposed even during data re-use. A system-cache approach based on a 

monitoring and statistical model mechanism improves system utilization and performance by offloading data from the 

system cache to cloud storage. Concepts, principles, phases, and building blocks of the fabric support any type of 

resource and information service from the cloud, and any resource-market-driven virtualization requirements that 

improve application-provisioning flexibility and processing cost. 

The presentation of National Cloud Platform for Data Sharing shows that Public and Private sectors maintain 

distributed data resources in Taiwan, but most national data cannot be integrated and shared easily, due to different 

forms, contents, and access mechanisms. Recently, strategy of Cloud Computing was proposed to solve resource-usage 

optimization and fault-tolerant problems. A Cloud Platform connecting the Information-resource-provide agencies by 

Cloud links is developed, so that their resources can be shared without unnecessary data-refining and –duplication 

processes. The platform optimizes last-mile data-sharing processes for data consumers and build a Cloud Sharing 

Marketplace for Information Resources. 

KEYWORDS : Cloud-native data fabric,Healthcare interoperability frameworks,HL7 FHIR integration,National 

health information exchange (HIE),Multi-cloud healthcare architecture,Federated health data platforms,Healthcare API 

gateway,Real-time clinical data streaming,Master patient index (MPI),Secure health data governance,HIPAA-

compliant cloud infrastructure,Semantic data harmonization,AI-enabled health data analytics,Zero-trust security in 

healthcare IT,Cross-border healthcare data exchange. 

I. INTRODUCTION 

Cloud-Based Data Fabric Architectures for National Healthcare Interoperability 

Electronic Health Records (EHRs) contain vast amounts of healthcare data but use incompatible formats and standards. 

These differences prevent integrated data analysis and make it difficult to maintain analytics-based next-best action 

services. Consequently, large-scale government-initiated homelessness, economics, tourism, travel, and accident 

prevention analytics remain elusive. Diverse cloud-based platforms operated by Public-Sector Units (PSUs) are used 

for a range of healthcare services. A cloud-based national health data fabric that serves as an interoperability layer will 

help derive useful economy-wide analytics from EHRs. Such a healthcare-data fabric must implement data-fabric 

principles using specialized data-virtualization capabilities. 

Cloud-based multi-cloud and hybrid approaches are emerging as popular deployment models for various businesses, 

with development efforts gaining support from Global System Integrators (GSIs) and various Cloud Service Providers 
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(CSPs). Therefore, fabric-data architectures are becoming critical for establishing a hybrid-shared or multi-cloud-based 

data layer to provide a seamless experience for customers using different services. Data governance, access, policies, 

and legal-compliance mechanisms must also be in place because enterprise-wide or multi-enterprise data access is the 

key analytics-enabler requirement for breach detection and response for organizations or enterprises in the national 

healthcare service ecosystem. Data-driven Next-Best-Action service capabilities become highly useful for related 

parties in the ecosystem, viz. Police, Revenue and Disaster Management, Airports Authorities and Airlines, Transport 

and Travel Industry, and Local Governments. 

Recent research identified gaps in voice, video, and language bias in existing large language models. The health 

industry has been a laggard adopter of these models, but Open AI has announced plans for a health domain-focused 

version of its renowned ChatGPT AI language tool. 

 

                                                        Fig 1: Architecture for personal health data 

1.1. Background and Significance 

          The United States health system fails to deliver on one of our nation's founding principles: equality of access and 

opportunity for all, despite major investments of time and resources and decades of effort by many motivated people. 

Poor health and shorter lives cost our nation dearly—not just in lost productivity and unnecessary suffering, but in the 

funds required to care for the unhealthy. A major contributing factor to ineffective use of the country’s healthcare 

expenditure appears to be the lack of interoperable electronic health records data. The establishment of a trusted 

national healthcare data exchange service that would allow healthcare providers to transmit confidential information 

about their patients' health histories for treatment purposes is proposed as a targeted solution. 

Over the past four decades, decades more than a half-dozen major federal initiatives have attempted to remedy this 

situation. The most recent and longest-lasting effort, the 21st Century Cures Act, aims to provide patients with access to 

their electronic health information. Much of the needed infrastructure is in place, but progress in realizing this vision 

has been slow, and extensive further effort is required to encourage or require healthcare organizations to comply.  
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Equation 1: Define workload and decision variables 

 Let 𝑊(𝑡)= workload demand (compute units/hour). 

 Let there be 𝑚clouds. 

 Let 𝑥𝑖(𝑡) ∈ [0,1]be the fraction of workload placed on cloud 𝑖, with: 

∑𝑥𝑖

𝑚

𝑖=1

(𝑡) = 1 

II. FOUNDATIONS OF CLOUD-BASED DATA FABRICS 

Data virtualization and fabric principles 

Data virtualization is an integration and abstraction technology that provides a single addressable logical view of data 

from multiple and heterogeneous sources without requiring physical data movement. Its key features include: data 

federation; a unified and consistent view of data that may be semantically heterogeneous; a data abstraction layer that 

uses a subset of SQL; agile integration, enabling the decoupling of data consumption from data provision; on-the-fly 

business transformation; real-time access; and cross-source join capabilities. 

The adoption of data virtualization solutions is growing in areas where faster time to value, cross-source agility, 

reduced data copies, data-lake augmentation, and architectural simplification are valued. However, organizations also 

recognize challenges related to the performance overhead of on-the-fly processing of complex transformations, the 

performance trade-offs of cross-source joins, and addressing analytics events where a data copy is needed for 

performance reasons. As such, data virtualization organizations adopt a “data virtualization where it makes sense” 

approach. Industry analysts have reported that enterprises are growing increasingly interested in data fabric concepts—

virtualization capabilities in a broader data-exchange context that adds automated data-curation capabilities and 

external data-service leverage for connected consumption. 

 

                                        Fig 2: Cloud-based electronic health data architecture 
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2.1. Data virtualization and fabric principles 

Data virtualization defines a technology and an approach for assembling and presenting data from disparate and often 

geographically distributed data sources, in real-time and in a unified view, without requiring substantial data movement 

or duplication. 

A data fabric is an architectural approach, enabled by data virtualization, that provides a unified data model, along with 

the required tooling, best practices, and governance, to support responsive, business-driven, self-service data access, 

and sharing across heterogeneous data sources. This extends beyond internal enterprise resources to encompass third-

party, community, and public data sources, and so it supports Data as a Service (DaaS) across the enterprise supply 

chain. 

Equation 2: Write each cost term 

Let: 

 𝑝𝑖= compute price per unit on cloud 𝑖 

 𝑒𝑖= egress price per GB on cloud 𝑖 

 𝑔= GB transferred per compute unit 

 𝑙𝑖= typical latency on cloud 𝑖, 𝑙\*= SLA target latency 

 𝜅= SLA penalty ($/ms/hr) 

 𝑞𝑖= failure probability per hour on cloud 𝑖 

 𝑅= recovery cost per failure event ($) 

Compute: 

𝐶comp(𝑡) =∑𝑝𝑖
𝑖

 𝑥𝑖(𝑡) 𝑊(𝑡 

Egress: 

𝐶egr(𝑡) = ∑𝑒𝑖
𝑖

 𝑔 𝑥𝑖(𝑡) 𝑊(𝑡) 

 

Latency penalty: 

𝐶sla(𝑡) =∑𝜅 ⋅ max⁡(0,

𝑖

𝑙𝑖 − 𝑙\*) ⋅ 𝑥𝑖(𝑡) 

 

Expected recovery: 

𝐶rec(𝑡) = ∑𝑞𝑖
𝑖

 𝑅 𝑥𝑖(𝑡)𝐶tot(𝑡) = 𝐶comp + 𝐶egr + 𝐶sla + 𝐶rec 

 

 

Because 𝐶totis linear in 𝑥𝑖, the minimum is achieved by putting all workload on the cloud with smallest unit cost: 

𝑢𝑖(𝑊) = 𝑝𝑖𝑊 + 𝑒𝑖𝑔𝑊 + 𝜅MAX⁡(0, 𝑙𝑖 − 𝑙\*) + 𝑞𝑖𝑅 
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III. REFERENCE ARCHITECTURES FOR NATIONAL HEALTHCARE INTEROPERABILITY 

The architecture provides a multi-cloud data-fabric infrastructure, including a data lake and data repository for a 

national healthcare information-exchange organization. The emphasis is on making multi-level data from disparate 

sources available to different consumers while addressing governance, risk, regulatory, and compliance concerns of 

electronic health records interoperability. 

Cloud-based data architectures are an enabler for national healthcare interoperability, considering different use-case 

domains and architectural offerings. Data sources may consist of sources with open APIs, such as data.gov, and data 

sources that may require ingestion via an agent/microservice approach. A common data-lake platform can eliminate 

redundancy and be an on-premises deployment hosting sensitive data that should not be shared in a public cloud, yet 

still support a multi-cloud architecture. A data-fabric infrastructure enables the creation of a data-repository space that 

governs sharing across clouds, logically grouping data sources according to regulatory, risk, and governance 

requirements for the respective consumers. 

Data ingestion across clouds should be decoupled from the consumer views. Data accessed from public clouds must 

comply with levels of data sensitivity and implementing jurisdictional access control over the data sources. 

Interoperability needs to be considered not just within the country, but also with neighboring countries and global 

public-health incidents such as the COVID-19 pandemic. 

 

                                         Fig 3: An illustration of Healthcare interoperability 
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3.1. Data sources and ingestion 

Data sources are defined by the platform services that enable it. Ingestion services allow data flow in one or more 

directions between the platform and individual sources such as databases, APIs, message queues, and file shares; push 

events or change notifications from sources may trigger these operations. External sources managed by third parties do 

not require dedicated platform locations by default but those operated by the provider, where dedicated services are 

enabled, take precedence. 

Direct access to data sources requires a data access control model that supports both authorization of underlying 

interactions at source level and distribution of identities across platforms. Onboarding or configuration services assist 

external source administrators in their initial setup. Although the administrator-level access control needed can be 

minimal, continuous operations benefit from an additional intermediate-privilege access level. Cloud or cloud-like data 

sources fully functional for real production workloads justify further services tuning for automatic cloning, scaling, and 

cleaning processes, data sharding, and schema evolution. The latter ensures compatibility for analytics processes 

potentially requiring older data states. Given evolution, source read-only status, and supported multi-cloud 

deployments, data virtualization is a needed additional feature, as it alleviates most long-term source management 

burdens. 

Equation 3: Monitoring + statistical cache offloading model Step 1 — Item popularity distribution 

Items ranked 𝑟 = 1. . 𝑁: 

𝑝(𝑟) =
𝑟−𝑎

∑ 𝑘−𝑎𝑁
𝑘=1

 

 

Step 2 — Cache hit rate for cache size 𝐶 

If cache holds top 𝐶items: 

𝐻(𝐶) =∑𝑝(𝑟)

𝐶

𝑟=1

 

 

Miss rate: 

𝑀(𝐶) = 1 − 𝐻(𝐶) 
 

Step 3 — Latency model 

If cache latency is 𝐿cacheand cloud retrieval latency is 𝐿cloud: 

𝐿(𝐶) = 𝐻(𝐶)𝐿cache +𝑀(𝐶)𝐿cloud 

 

Step 4 — Monitoring-based offload rule 

Define a “hotness threshold” 𝑞from monitoring: 

 keep items with 𝑝(𝑟) ≥ 𝑞 

 offload the rest to cloud storage 

Let 𝐶eff = min⁡(𝐶, ∣ {𝑟: 𝑝(𝑟) ≥ 𝑞} ∣)then: 
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𝐻off(𝐶) =∑𝑝(𝑟)

𝐶eff

𝑟=1

 

 

Step 5 — Choose an optimal cache size 

If cache costs 𝑎cost ⋅ 𝐶($/hr) and misses cost 𝑏pen ⋅ 𝑀(𝐶): 

𝐽(𝐶) = 𝑎cost𝐶 + 𝑏pen𝑀(𝐶) 

IV. GOVERNANCE, POLICY, AND COMPLIANCE 

Cloud data fabrics have untapped potential for supporting healthcare interoperability. Issues such as privacy and trust 

are a primary concern in the realization of truly national interoperable cloud-based healthcare systems. By establishing 

a fabric containing patient data, organizations could adhere to principles of access control models based on data owner 

restrictions and assign guarantees of compliance with national health service regulations by legal authorities. 

Identity management follows the distributed multi-cloud nature of the data fabric architecture, offers configuration by 

each organization of any of its identity management clouds, can be ruled by data-owning organizations, and follows 

principles of distribution of trust adoption. The foundation of any data fabric is based on the distributed network of 

clouds and organizations supporting it. Despite the need for online authentication, the trust on data access is established 

among organizations. The final step needs to ensure user authorization fulfillment when they need access to these 

resources. 

Interoperability solutions based on data fabric technologies have gained incentives recently due to their innovative 

capacity to respond to complex enterprise data requirements and have obtained some momentum particularly in the 

healthcare domain. Telecommunication providers have explored interoperability solutions supporting the implied 

technological requirements, including a trusted environment with data always re-sided locally, control models 

providing on-going user consent agreements, user management by any service actor, a focus upon the embodied 

privacy concept of the user, cost associated with data control and consent infrastructures, user control of its consent at 

any moment, and trust in the consent management service. Cloud data fabric architectures tackling other 

interoperability paradigms have been explored, without focusing on guaranteed timely complex-event detection. 
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                                                          Fig 4: Governance, Policy, and Compliance 

4.1. Access control models and identity management 

Access control refers to the set of policies determining how health information can be accessed, shared, modified, 

deleted, and created through the infrastructure. The design of access control models aims to fulfil these policies while 

allowing secure system operation and maintaining user privacy. Models must also support inter-organizational contexts 

at varying granularity levels, whether without explicit user consent—e.g., exfiltration of children vaccines in a disaster 

scenario—or requiring alternative trust mechanisms, e.g., a centralized healthcare authority. 

Healthcare Data Fabrics are a federated architecture enabling the computation of data queries across different 

authentication domains. A central Trusted Third Party (TTP) stores the mapping between identity established by each 

domain—e.g., through Kerberos and Privacy-ABAC API—and the TTP identifier, enabling federated queries between 

external identity providers. The system supports fine-grained data-sharing policies without the need for explicit 

notifications or consent when sharing across domains. While a federated architecture alleviates the need for centralized 

trust, it becomes difficult to maintain when the number of domains becomes larger. 

Identity management encompasses the life cycle of service users and their credentials, covering the creation detection 

and update of entities, service registration, credential update, and revocation. Privilege delegation aims to prevent 

knowledge leaks that allow service impersonation, either through granting users the ability to issue temporary proxy 

credentials or through a designated identity management domain. The latter provides users with proxy credentials 

indirectly associated with their identity, allowing the design of algorithms that limit information exposure during the 

delegation process. 

Equation 4: Access control + federated identity mapping (TTP) 

ABAC decision rule (formalized) 

Permit a request if all attribute predicates pass: 

Permit(𝑢, 𝑟, 𝑎) = 1   ⟺   ∀𝑘: 𝑓𝑘(𝑢, 𝑟, 𝑎) ≥ 𝜃𝑘 

 

(where predicates can represent role, purpose-of-use, consent, jurisdiction, sensitivity level, etc.)  
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Cloud-Based Data Fabric Archite… 

TTP mapping for cross-domain joins 

For domain 𝑑, local identity 𝑖𝑑𝑑is mapped by TTP: 

map
𝑑
(𝑖𝑑𝑑) = 𝐼𝐷TTP 

 

Federated query join key: 

Join(data𝑑1 on map
𝑑1
(𝑖𝑑𝑑1) = 𝐼𝐷TTP, data𝑑2 on map

𝑑2
(𝑖𝑑𝑑2) = 𝐼𝐷TTP) 

V. INTEROPERABILITY SCENARIOS AND USE CASES 

Seven use cases are identified and categorised according to the primary component of the architecture involved: data 

sources and ingestion, data fabric, and data consumers. The roles of the data fabric and its governance policy are 

explored in greater detail through two cross-cutting scenarios, one focused on electronic health records interoperability 

and the other on data access and use. Most use cases could be implemented with existing commercial services and 

products, albeit with some limitations, while at least two require further development. The scenarios and use cases 

inform a set of design principles needed to ensure the architectural solution can be successfully built. 

Most healthcare data management systems implement only a subset of the components required for a cloud-based data 

fabric. For those components to interoperate, additional connectors, wrappers, or translation services are usually 

required. Healthcare governance models often do not have the appropriate cyberinfrastructure support to ensure that 

data can be easily accessed and shared across disparate business domains. Indeed, constructing a cloud-based data 

fabric for use within an entire nation requires extending data access policies beyond those imposed for local operational 

control and enabling data exchange and usage in accordance with an expanding set of use case scenarios. 

5.1. Electronic Health Records interoperability 

While the exchange of electronic health records (EHRs) has a high priority, interoperability remains technically very 

difficult due to the many diverse systems involved. While interoperability approaches based on data exchange can solve 

many needs, they cannot meet all use cases. Further complications arise from identity management and the sensitivity 

of protected health information. Use Case A considers an alternative approach using electronic health records provided 

as a virtualized data service rather than exchanged between the systems involved. The need for a patient’s information 

is expressed in a SQL-like language, but data privacy rules are automatically taken into account. The integration of 

appropriate access control models in cloud-based data fabric platforms enhances the possibility of solving these needs 

behind-the-scenes. 

It is well established that the greatest priority in the drive toward nationwide healthcare data interoperability is the 

ability to share patient health information among healthcare providers, ideally to facilitate patient treatment. Data 

interoperability, however, presents a multitude of technical challenges. For example, the Integrating the Healthcare 

Enterprise movement has defined many use-case scenarios for health information exchange; these invariably have 

adopted an approach based on the underlying exchange of a patient’s electronic health record between the participants 

involved in the specific use case scenario. Moreover, while the use of EHR exchange indeed covers many assimilation 

needs, especially for commonly used tangible items, these data-exchange techniques are inadequate for other needs, 

especially where patient information has to be inferred from complementary point-in-time health records among 

different patients. While the exchange of complete electronic health records (EHRs) has become the dominant model 

for advancing healthcare data interoperability, this document-centric approach does not fully address the complexity of 

modern clinical decision-making. In many real-world scenarios, meaningful insights are derived not solely from a 
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single patient’s longitudinal record, but from synthesizing complementary, point-in-time data across multiple patients, 

populations, and care settings. For example, identifying emerging treatment patterns, adverse drug reactions, or early 

indicators of disease progression often requires comparative analysis and inference beyond the boundaries of an 

individual EHR. Traditional exchange frameworks, including those promoted through Integrating the Healthcare 

Enterprise (IHE) use cases, focus primarily on structured record transmission rather than on semantic harmonization, 

cross-patient analytics, or real-time data aggregation. As a result, while EHR exchange supports fundamental continuity 

of care, it remains insufficient for advanced interoperability needs such as predictive modeling, population health 

management, and clinical intelligence generation. Achieving true nationwide interoperability will therefore require not 

only standardized data transport, but also shared data models, semantic consistency, robust governance frameworks, 

and analytical infrastructures capable of transforming distributed clinical data into actionable knowledge. 

 

VI. PLATFORM AND SERVICE CONSIDERATIONS 

Selecting platforms and services for a national cloud-based data fabric is usually a complex task or not bilevel but 

operational-level decision-making. Cost, performance, usability, maintainability, and service-level agreements must all 

be considered, along with technical debts and risks. A harmonized set of public cloud services is seldom chosen. 

Therefore, functionally similar cloud services must be realized as microservices and deployed in the cloud environment 

following the multi-cloud cloud pattern. Some cloud functions often cannot be realized or are not cost-effective in 

public cloud offerings. The hybrid cloud cloud pattern can be applied to determine the on-premise fabric segments and 

the data-in-cloud or data-in-place cloud-delivery models. Cloud function selected for the data fabric platform should 

support multiple deployment models (public, private) as well as delivery models (data-in-cloud, data-in-place). 
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Different cloud offerings can also be required simultaneously for distinct data fabrics in a hybrid or federation scenario. 

Different compliance requirements might require such solutions for data fabrics at a large transnational destination, yet 

the data fabric needs to operate as a harmonized service from a service perspective. Therefore, support for a data fabric 

solution at the cloud service level must be carefully aligned with such requirements. When a data fabric needs to be 

offered as an integrated and seamless cloud service across GAFAM within a single country, a private national cloud 

offering has to be pursued with appropriate controls, regulations, and governance around that cloud serving a single 

country. 

 

6.1. Multi-cloud and hybrid deployments   

Digital business environments en masse are evolving from dependent relationships with a single cloud to 

interconnected multi-cloud or poly-cloud relationship patterns. In either context, the data fabric principle becomes 

essential to seamless and secure interoperability. Hybrid clouds blend on-premises systems and public clouds to fulfil 

regulatory or security requirements. In federated authentication schemes, a distributed architecture with services located 

in diverse clouds assuages such concerns by deploying the function elsewhere and retaining only audited interfaces in 

sensitive premises. 

Such architectural patterns enhance security resilience by isolating sensitives systems and data; loading authentication 

and access control services that apply survivability and restoration rules, and instinctively degrading capabilities under 

attack; and distributing residual, supportive systems and data across clouds, with virtualized control and real-time 

consolidation. The ability of heterogeneous clouds to evolve independently and respond to local business demands 

further strengthens resilience. These patterns support ad hoc utilities that transcend the multi-cloud safeguard in the 

contrast between necessity and choice by demand-based, architectural demand-supply envelopes. 
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VII. CONCLUSION 

Computing, storage, and bandwidth capabilities are no longer constraining factors, even for large-scale data collection 

and processing. Citizens' privacy must be scrupulously respected, but legislative measures protecting confidential data 

are generally available. Data has become the most valuable of all assets; the knowledge of how to use it is equally 

important. The missing piece is a platform to allow the various data holders to share, analyze, and exploit data at 

national level while maintaining complete control over their data assets. 

Cloud-based data fabric architectures can provide all the building blocks needed for fulfilment of the above 

requirements. National healthcare interoperability scenarios and use cases demonstrate the ability to virtualize and 

federate services, abstract service accessibility through layer components that encapsulate data quality, constraints, and 

security policies, and enable cloud-based development of new services based on existing ones. National healthcare 

authorities are well positioned to take advantage of cloud-based data fabric architectures, which can grant them the 

interoperability required for research, development, and innovation while driving the economy and improving citizens' 

well-being. These architectures are cloud-agnostic and thus equally applicable to other sectors, such as energy, finance, 

and transport. More cloud middleware in the form of services would boost their development and pave the way to a 

more mature digital economy. 

Cache_items Hit_rate_plain Hit_rate_with_offload 

100 0.5256832631983532 0.5256832631983532 

300 0.6203876543461493 0.6203876543461493 

1000 0.7185846926294566 0.7185846926294566 

3000 0.8032334414509303 0.8032334414509303 

10000 0.8908322757213876 0.8908322757213876 

20000 0.9389265661042377 0.9389265661042377 

40000 0.9853834698081831 0.9853834698081831 

Table : Cache hit rate table 

7.1. Future Directions  

Future research will focus on data flow orchestration, exposing cloud application-level and infrastructure-level services 

for access, and extending Cloud Data Fabric functionalities. 

Insight into cloud and data fabric service deployments will then help align cloud services across the national healthcare 

system to support the Data-as-a-Platform model of the Data Sharing Consortium. Matching the growing adoption of 

electronic services in all economic sectors, the strategy aims to create a historical and permanent Data Space, 

generating secure and high-quality open datasets as well as living API interfaces for different sources within the 

healthcare ecosystem. Eventually, the Data Sharing Consortium’s mission is to promote the establishment of a 

complete ecosystem, offering technological, methodological, and financial support to the entire Italian healthcare 

service, in line with relevant national policies. 

Real-world deployment will test the proposed reference architecture, which reflects a specific cloud-based National 

Health Service Data-as-a-Platform project. The Data Sharing Consortium includes the Ministry of Health and the main 

healthcare system providers, who form the National Health Service of the Italian Republic. Data-as-a-Platform aims to 
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favour the the creation of Data Spaces at the national level, in collaboration with the European Commission and other 

European Member States. 
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