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ABSTRACT: India is a populous country, and high crime rates are also increasing because of the population it is 
difficult to identify the criminals; there are traditional methods to identify the criminals, but those methods are time-

consuming and have human error to overcome these problems, the project proposes we use Face Recognition using the 
Criminals Identification System that detect and identify the criminals without any physical contact 
 

This identification Framework uses upload image or live camera capture to get a face image, then it analyses the face 
features with the data set and detects the criminals and shows the results. This identification Framework uses OpenCv 
and a Convolutional Neural Network for facial features to detect and identify the criminals. Tensor Flow uses to build 
and run machine learning models in the backend, and a Flask web page interface that helps in uploading images and 
live camera and it helps in showing the results. This identification framework is mainly to overcome human error and 
speed up investing to maintain law and order  
 

KEYWORDS: Face Recognition, Deep Learning, Convolutional Neural Network CNN), OpenCV, TensorFlow, 
Computer Vision, Feature Extraction, Image Processing, Haar Cascade Classifier, Flask  
 

I. INTRODUCTION 

 

In today’s digital era, we use technology in improving polices and safety. Population became a major problem as the 
population is increasing, identifying criminals is becoming hard, and maintaining law enforcement is becoming 
difficult. There are various methods for detecting criminals, but among them face recognition system has become 
popular because of its fast identification and the ability to operate without physical contact.  
 

In the past, criminal identification relied on eyewitnesses, fingerprints, and some manual checking. These are effective, 
but it consumed so much time and are prone to human error, like eyewitnesses can forget the face or a fingerprint can 
be changed or manipulated. Unlike the traditional methods, this face recognition eliminates human error and manual 
work.  
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A face recognition system uses face extraction, image processing, and a machine learning algorithm to analyse the data 
of humans. Every human has different facial features like eyes, nose, lips, and jawline. By extracting these features, it 
compares with the data set to detect and identify the criminals by using Deep Learning and Convolutional Neural 
Network for accurate recognition.   
 

Unlike the traditional methods, the system mainly eliminates human error. It can handle large data sets and perform 
comparisons quickly, then it produces results without error and good accuracy. This uses OpenCV and analyses them 
through deep learning models built on TensorFlow. The flask-based web application allows seamless interaction and 
database management, which makes it totally digital.   
This face identification system technology is used to maintain law enforcement and detect criminals. Preventing the 
crime from happening and ensuring the safety of the public, offenders can detect the criminals through cameras in 
public, and it also speeds up the investigation. This face recognition is considered one of the best approaches to 
maintaining law and order in society.  
 

II. LITERATURE REVIEW 

 

Turk and Pentland [1] have developed a method called Eigenfaces, which uses Principal Component Analysis (PCA) to 
simplify face recognition. This method helps compress and simplify high-dimensional facial image data to a low-

dimensional space, which is referred to as Eigenfaces. Every face image is boiled down to a linear combination of the 
Eigenfaces, and recognition happens as a function of the distance between feature vectors. Relevance: This method has 
become a hallmark of face recognition systems. It is important to note, however, that the Eigenfaces method has low 
tolerance to the challenges of variability in illumination, pose, and expressions of the face. This is a significant 
shortcoming when the method is considered for the recognition of criminals in real life situations.  
 

Viola and Jones [2] proposed the Haar Cascade classifier, which is used in real-time face detection. It uses Haar-like 
features and a cascade of classifiers trained with AdaBoost to detect faces. Relevance: Because of its quick processing, 
Haar Cascade is one of the most frequently used classifiers in face detection. Relevance: This method is used for face 
detection before we use deep learning-based recognition. However, it is important to note that this method has a high 
probability of failing in situations of low illumination and performs poorly in profiles.  
 

With the development of deep learning, Taigman atal. [3] proposed the DeepFace that uses a Convolutional Neural 
Network (CNN) to identify the face at the human level. This shows deep learning effectively in facial recognition  
 

Schroff et al. [4] introduced FaceNet, which is a deep CNN model that uses triplet loss to learn a mapping of facial 
images into a compact embedding space. With this embedding space, face verification and identification can be 
performed. Accurate results can be achieved with the use of distance metrics, such as cosine distance. Relevance: For 
our project, we will be using FaceNet with the Deep Face framework to create embeddings and compare faces for the 
identification of criminals. FaceNet is known for its reliability and accuracy.  
 

Parkhi et al. [5] presented VGG Face, which is a deep CNN architecture that has been trained on a very large dataset, 
built for the purpose of face recognition. With this deep CNN architecture, face recognition becomes much more 
accurate because now it is able to extract more discriminative features. Relevance: Here, this framework serves to show 
the way in which deep CNN architectures enhance the results of facial recognition, thereby justifying the use of CNN 
in our project.  
 

Zhang et al. [6] proposed for the first time Multi-task Cascaded Convolutional Networks (MTCNN) for the purpose of 
face detection and face alignment. Her approach improves detection accuracy, as detection and alignment are achieved 
simultaneously. Relevance: MTCNN improves face detection, producing better results than before. It generates better 
input for the recognition systems.  
 

Deng et al. [7] Proposed Arc Face, a deep learning-based face recognition model that uses additive angular margin loss 
for better discriminatory ability. Relevance: Arc Face has better recognition accuracy, and it shows the necessity for an 
advanced CNN architecture in facial recognition.  
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Insight Face [8] proposed Retina Face, a deep learning-based face detection model that can detect faces accurately in 
difficult situations such as blur and low resolution. Relevance: Retina Face increases detection performance in real life 
situations like CCTV surveillance, which matters for a crime detection system.  
 

III. RESEARCH METHODOLOGY 

 

The Criminal Face Identification System runs on a deep learning Convolutional Neural Network (CNN) and connects 
everything through a web app.  
 

A. Dataset Collection  
First, you need a good set of facial images. Each person gets their own folder, so the model knows whose face is whose. 
The dataset has all sorts of images-different expressions, lighting, angles. This helps the system handle real-world 
situations and makes it more reliable.  
 

B. Input Image Acquisition    
There are two ways to get images into the system:  
1. Image Upload: In this we can upload image in frontend then it detect weather the person is criminal or not  
2. Live Camera Capture: In this identification system the live camera uses the camera to detect and identify the 
human face by using CNN and deep leaning  
 

C. Image Preprocessing  
Before the CNN sees anything, the system cleans up the image:  
1. Face Detection:  
OpenCV’s Haar Cascade Classifier finds where the face is.  
2. Face Cropping:  
It crops out extra background, keeping only the face.  
3. Image Resizing:  
Then, it resizes the image to fit the CNN’s requirements.  
4. Normalization:  
Finally, it normalizes pixel values. This step boosts both accuracy and speed.  
  
D. CNN Feature Extraction  
The system uses a CNN-based FaceNet model. It pulls out the important stuff—like eyes, nose, mouth, and overall 
facial shape. Then it turns the face into a series of numbers called an embedding. This embedding is unique for each 
person.  
 

E. Face Matching and Identification  
The Identification system compares the face with the dataset and identifies weather the person is a criminal or not, then 
it generates the results  
  
F. Result Display  
Once it matches the face, it shows results 

• Name 

• Age 

• Crime 

• Location 

• Match score 

 

G. Web Application Implementation  
Frontend: In this frontend user can upload the image or capture the image, and also in this frontend, it shows the results 

Backend: In this backend, the image sent from the frontend is handled, processed, and predicted with the CNN   
 

H. System Workflow  
In this Face Recognition Identification System, we can upload image or use live camera to detect face then it crops the 
face, preprocess the image, extract features with the CNN, march the face and show the results  
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IV. KEY FINDINGS 

 

1. Accurate Criminal Face Identification:  
This Identification system identifies the criminal's face in both uploads images and live camera. The deep learning and 
CNN models extract face features and compare them with the data set, and provide results.  
2. Real-Time Detection Capability:  
This Face Recognition Identification System is capable of identifying criminals in the real world to maintain law and 
order.  
3. CNN Feature Extraction:  
This Convolutional Neural Network uses data set to learn the features of a human face. Every individual has different 
feature this CNN learns feature and uses them to detect and identify the criminals.  
4. Frontened and Backend:  
It has a Frontend that contains an image upload and live camera, and a Backend that has deep learning models that 
process the data to identify the criminals. It shows the criminal’s details as results.  
5. Security Application:  
• It can be used police investigation  
• Airport security  
• Crime prevention  
• Surveillance system  
 

V. WORKFLOW 

 

1. Input Image:  
It has a home, then click on the detection. The Identification first captures the images of a human in the uploaded image 
or live camera. Then it is sent to the backend to process.  
2. Face Detection:  
This identification system uses OpenCV to detect a human face. It mainly focuses on the structure region, it removes 
unnecessary background, and starts to detect.  
 

 

 

http://www.ijrpetm.com/
mailto:editor@ijrpetm.com%20


  International Journal of Research Publications in Engineering, Technology and Management (IJRPETM)        

                            |www.ijrpetm.com | ISSN: 2454-7875 | editor@ijrpetm.com |A Bimonthly, Peer Reviewed & Scholarly Journal| 

     ||Volume 9, Issue 2, March - April 2026|| 

       DOI:10.15662/IJRPETM.2026.0902006 

IJRPETM©2026                                                   |     An ISO 9001:2008 Certified Journal   |                                                      524 

 

3. Image Processing:   
After detecting, the image processing is performed to identify the criminals. This process has face cropping, which 
extracts the face region, then Image Resizer for resizing the image to standard, and at last Normalization, which scales 
the pixel value to be between 0 and 1.  
4. Feature Extraction:  
To identify, then given to a Convolutional Neural Network (CNN), which performs automatic feature extraction, 
identifies the facial features, and generates the face feature vectors.  
5. Face Matching:  
These extracted features are compared with the data set to identify the criminals. It calculates the similarity features, 
detects and identifies the match, and determines whether the person is a criminal or not.  
6. Results Generation and Results Display:  
After detecting the criminal, it generates the results to show in the frontend.   
• Name  
• Age  
• Crime  
• Location  
• Match score  
  

VI. RESULTS AND DISCUSSION 

 

This Face Recognition Identification System is detecting and identifying the criminal by using deep learning and a 
Convolutional Neural Network (CNN). This identification system is capable of detecting the criminal in both Image 
upload and Live camera. This system detects faces using the Haar Cascade algorithm, then it extracts facial features by 
using a CNN model. After extracting, it compares with the data set and detect whether the person is a criminal or not. 
Finally, the result is displayed in the frontend.   
  
Upload image screenshot:  
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Live camera:  

 

  
This result confirms that both the upload image and live camera effectively identify criminals overall; this identification 
is used in real-time criminal surveillance for smart and secure.   
  

VII. CONCLUSION 

 

In this populated country, identifying criminals is difficult and remembering each person is also hard, so we use this 
framework for detecting and identifying the criminals. In this identification framework, we can upload an image or a 
live camera for detecting the person, which uses deep learning and CNN for identifying the person through facial 
features. This framework mainly reduces the manual work increase the speed of investing. This framework is 
implemented to ensure the safety and protect the law and order  
  

VIII. FUTURE WORK 

 

There are several areas where this system can be further improved   
1.Real-Time CCTV Integration:  
This identification system is integrated with a real-time surveillance system to monitor and detect criminals in public 
areas, airports, banks, and shopping malls. This will work without any manual intervention.   
2. Advanced Face Recognition Models:  
This identification system can be developed by using advanced deep learning models such as Arc Face, Deep Face, and 
improved versions of FaceNet.  
3. Mobile and Edge Device Deployment:  
This identification system can be deployed in mobile devices, so we can detect the 

criminals anywhere using technologies like TensorFlow or OpenCV.  
4. Automated Alert and Notification System:  
We can add an alert system where when a criminal is detected and identified. It will send a notification, then rescue can 
be reached fast.   
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